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DETAILED ACTION 



1. 



This action is in response to the amendment filed on 06/12/2009. 



2. 



Claims 1 and 12 have amended. 



3. 



Claims 1, 3-10 and 12-13 are pending for consideration. 



Continued Examination Under 37 CFR 1.114 



4. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .1 7(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
06/12/2009 has been entered. 



5. Applicant has canceled claim 1 1 , therefore the 35 U.S.C. 101 rejection has been 
withdrawn. 

6. Applicant's arguments with respect to claims 1,3-10 and 1 2-1 3 have been 
considered but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 



Response to Arguments 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 1, 3-10 and 12-13 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Julisch ("Clustering Intrusion Detection Alarms to Support Root 
Cause Analysis") (hereinafter Julisch) in view of Kidder et al. (US 6445774) (hereinafter 
Kidder). 

9. Regarding claim 1 , Julisch discloses a method of managing alerts (Julisch: pages 
467-468) issued by intrusion detection sensors of an information security system 
including an alert management system, each alert being defined by an alert identifier 
and an alert content, which method includes the following steps: associating with each 
of the alerts issued by the intrusion detection sensors a description including a 
conjunction of valued attributes belonging to attribute domains (Julisch: page 449, 
paragraph 2, "where {A1,..., An} is the set of alarm attributes ... alarm attributes capture 
intrinsic alarm properties, such as the source IP address or an alarm, its destination IP 
address, its alarm type (which encodes the observed attack), and it time-stamp"); 
organizing the valued attributes belonging to each attribute domain into a taxonomic 
structure defining generalization relationships between said valued attributes, a plurality 
of attribute domains forming a plurality of taxonomic structures (Julisch: page 449, 
paragraphs 2-4, "dom(Ai) is the domain (i.e., the range of possible value) of attribute Ai" 
and "generalization hierarchies"); completing the description of each of said alerts with 
sets of values induced by the taxonomic structures based on the valued attributes of 
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said alerts to form complete alerts (Julisch: page 449, paragraphs 2-4, "generalized 
alarm"); storing said complete alerts in a logic file system to enable said complete alerts 
to be consulted (Julisch: page 450, section 4 [ALARM-CLUSTERING PROBLEMS] and 
pages 456-457, section 5.1 and 463-465, "alarm log"); wherein each complete alert is 
saved in the logic file system as a file with a completed description of each complete 
alert expressed using propositional logic (Julisch: pages 449 and 460-463). 

Julisch does not explicitly disclose consulting the complete alerts by at least one 
of successively interrogating and browsing said complete alerts so that the alert 
management system responds to a request by supplying pertinent valued attributes 
enabling a subset of complete alerts to be distinguished in a set of complete alerts 
satisfying the request to enable said request to be refined, said request being a logic 
formula of at least one of said valued attributes. 

. However, Kidder discloses consulting the complete alerts by at least one of 
successively interrogating and browsing said complete alerts so that the alert 
management system responds to a request by supplying pertinent valued attributes 
enabling a subset of complete alerts to be distinguished in a set of complete alerts 
satisfying the request to enable said request to be refined, said request being a logic 
formula of at least one of said valued attributes (Kidder: column 8 line 63 through 
column 9 Iine10 and column 12 lines 37-64). Therefore, it would have been obvious to 
a person skilled art at the time the invention was made to have included in Julisch the 
feature of Kidder as discussed above because current network monitoring environments 
have not sufficiently reduced the response period to achieve this level of 
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responsiveness. As discussed above, current network monitoring environments are 
very limited in the features they provide for network monitors, and such network 
monitoring environments cannot be easily tailored to accommodate the workflow of 
network monitors (Kidder: column 4 lines 1-9). 

1 0. Regarding claim 3, Julisch as modified further discloses wherein the pertinent 
valued attributes assigned a highest priority are those that are most general, given the 
taxonomic structures (Julisch: page 464). 

1 1 . Regarding claim 4, Julisch as modified further discloses wherein the alert 
management system further responds to the request by supplying alert identifiers 
satisfying the request and whose description cannot be refined with respect to said 
request (Julisch: pages 464-465 and 467-468, section 7). 

12. Regarding claim 5, Julisch as modified further discloses wherein the alert 
identifier is a pair consisting of an identifier of the intrusion detection sensor that 
produces the alert and an alert serial number assigned by said intrusion detection 
sensor (Julisch: pages 449 and 452). 

1 3. Regarding claim 6, Julisch as modified further discloses wherein the content of 
each alert includes a text message supplied by a corresponding intrusion detection 
sensor (Julisch: pages 451-452). 
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14. Regarding claim 7, Julisch as modified further discloses wherein each valued 
attribute includes an attribute identifier and an attribute value (Julisch: pages 449 and 
451-452). 

1 5. Regarding claim 8, Julisch as modified further discloses wherein each attribute 
identifier is associated with one of the following attribute domains: attack domain, 
attacker identity domain, victim identity domain and attack date domain (Julisch: pages 
449 and 451-452). 

16. Regarding claim 9, Julisch as modified further discloses wherein the description 
of a given alert is completed by recovering recursively from generalization relationships 
of the taxonomic structures a set including more general valued attributes not already 
included in the description of another alert completed previously (Julisch: pages 449 
and 456, last paragraph). 

1 7. Regarding claim 1 0, Julisch as modified further discloses wherein the valued 
attributes in the taxonomic structure are organized in accordance with an acyclic 
directed graph (Julisch: pages 449 and 462). 

18. Regarding claim 1 2, this claim has limitations that is similar to those of claim 1 , 
thus it is rejected with the same rationale applied against claim 1 above. 
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19. Regarding claim 13, Julisch as modified further discloses Information security 
system comprising intrusion detection sensors and the alert management system 
according to claim 12 (Julisch: page 467-468). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to TRANG DOAN whose telephone number is (571)272- 
0740. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William R. Korzuch can be reached on (571) 272-7589. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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